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Why do we need intelligence ethics?

The Israeli state gives its intelligence servicesywvide powers to combat terrorism
and safeguard its democratic order. These powwtide the rights to arrest,
interrogate, conduct deep incursions into persqmatacy and limit individual
freedoms, even carry out assassinations. Lawsegulations strive to limit those
powers and prevent their misuse or abuse. Howeavéhne vast scope of intelligence
activities, there are many times when those lawshat enough to guide or limit the
activities of the individual intelligence officefhis is especially true of the case
officer, who often works alone or in small groupgdroad, and at times without
immediate access to his or her superiors. Intgilig officers often face factual
problems and emotional dilemmas. Laws and regulatsometime provide solutions
to problems but rarely answers to emotional dilesima

This is where intelligence ethics come in. Thetece provide a set of behavioral
guidelines, based on certain beliefs and viewsrdagag the role of intelligence in

society and the interaction between citizen anélligence officer. Ethics begin
where written laws and regulations end, and proadset of ‘recommendations’ to
guide the activities of intelligence officers. k& laws and service regulations,
which are set in paper and enforced by investigapmwers and the courts, ethics
depend much more on the willingness of individuéiters to comply. These ethics
are also more open to interpretation. Thus etbegelop and evolve over time,
reflecting changes in the internal and externalrenments of intelligence activities.

This paper sets out to examine the evolution daflligence ethics in Israel over a
period of almost six decades, from 1948 to thegumeday. It will outline the main
elements of intelligence ethics in Israel and haglttl specific incidents or operations
which impacted on the development of intelligend&ics. The paper will
concentrate on the following five elements of ilgeince ethics:

- Telling the truth

- Protecting your sources internally as well as ewdiy
- Resisting internal cover-ups

- Respect for religions

- Individual moral character

Lying outside, telling truth inside

The most basic principle of intelligence ethicdsrael is telling the truth inside the
organization. This element may seem almost sgifagratory, even banal, but the
history of intelligence teaches us otherwise. Woed of intelligence has been full of
expert liars, and indeed, telling the truth is oft®nsidered the least desirable option.
Agents and case officers, working under false itiestover long periods of time,
develop different perceptions of the ‘truth’ oruths’ in plural. But the truth, or true
and full reporting, is the core of effective inigince work. Israeli intelligence
officers are taught from the outset that they aqgeeeted to lie to the whole world,
only not to their superiors and colleagues. Liedf truths or omissions can endanger



lives, wreck operations and worse of all, coulehtt@issessments. For those who lie
professionally, it not so easy to make a clear lbieatween lying situations and
situations of telling the truth. But telling theuth inside the organization is a basic
element in Israeli intelligence ethics.

The crucial importance of telling the truth intdipavas highlighted by the ‘Yehuda
Gill" affair. In 1997, a former senior Mossad cad@cer, Yehuda Gill, was arrested
for lying to his organization. Gill was a legenglartase officer who worked for
decades abroad and recruited numerous Arab sotoogerk for Israel. He was a
master of false-flag recruitment and had an engiaégputation within the Mossad. In
the early 1980s he recruited and ran a top-levetcgoin Syria with access to the
Syrian military leadership. This source producep guality information for many
years. When Gill reached retirement age, he reddttat the Syrian source insisted
he would only work with him. Gill was kept on arpime basis to run that agent.

In the summer of 1996, Gill reported explosive miation he received from his

source — that Syria was planning a surprise mylidtack against Israel in the Golan
Heights. This information dovetailed with somexpkcable movements of Syrian

army units on the Israeli border. As a result df<reports, the IDF was put on high

alert and reinforced its units in the Golan. Syweho was aware of Israeli

reinforcements, in turn reinforced its own positcand the situation was about to
escalate into war. The US administration interdeand passed word to Damascus
that Israel was aware of their plans. The Syrid@sied any war preparations and
provided plausible explanations to their activitiend after several weeks the
situation on the border went back to normal. Thsueg investigation discovered

that Gill has been feeding his Mossad superiors Wis about his Syrian source,

inflating his reports and his importance within 8xrian regime and even making up
entire fictional reports. Gill also kept for hintisenoney that was intended as
payments to his source. Gill was tried and sert@ne five years imprisonment. His

lies could have pushed the Middle East beyond timk lof war.

Protection of Sources — Externally and Internally

The dream of every case officer is to recruit ama the one source who would bring
in the ‘golden nuggets’, crucial information forettsecurity of the state. Once a
source is recruited, or agent infiltrated, the t&atipn is to use it to the maximum.
There is always an inherent balance between maxigithe use of any given source,
on one hand, and increasing the risk of its exmobyrthe opposition, on the other.
One element of intelligence ethics is to protearysource from internal as well as
external threats. In practical terms, this mean$egpting the source not only from the
enemy but also from over-exploitation by overzeal@uperiors within your own
organization. Expediency could easily lead to albafshuman sources, and it is up to
the case officer to resist, to the best of his @r owers, demands from above that
could over-exploit the source and hasten his exgosu

‘Organizational Culture’ and Internal Cover-ups
Intelligence work is prone to mishaps, failures aathstrophes. Every intelligence

services strives to keep such scandals secret thhenmedia and public. The usual
argument for keeping such affairs secret are tigt £xposure may adversely affect



intelligence sources and methods. That is, of s|muthe price of democracy that a
service must be prepared to pay for failing to prévthe problem in the first place.

Until the mid 1980s, the Israeli intelligence commty had a reputation for
effectively concealing its failures and scandalstelligence officers were not only
forbidden to talk to the press but it was also aered unethical to tell the truth to the
judicial authorities. A culture of cover-ups deyatd inside the services, which
extended even to large-scale perjury. For exanthéng terrorism trials, Shabak
officers consistently lied at courts when questibabout physical abuse of suspects
during interrogation. Even extreme failures werecgssfully hushed up for decades.

One such example was a Mossad operation known @eyafon Bren'. In 1954, the
Mossad learned that an Israeli army officer witlcess to top secret military
technologies, Major Alexander Israel, traveled tordpe, where he approached
Egyptian officials offering to sell Israeli militarsecrets and documents. A team of
Mossad and Shabak agents was hastily dispatchedrape to kidnap the officer and
bring him back to Israel to stand trial for treasorhrough sheer luck, the team was
quickly able to locate the man in Vienna. He wai®d to a meeting by a female
agent, where he was kidnapped, heavily sedatedandled into an awaiting Israeli
military aircraft. The plane had to make seveefueling stops and before each
landing the man was again given strong sedatiWe@ben the aircraft reached Israel
the man was dead. The Head of Mossad orderedrtnafato take off again and the
body was dropped into the Mediterranean sea. Theskt then obliterated every
reference to the man in Israeli official files, aheé case kept secret for five decades.
Generations of Mossad officers heard rumors offtiled operation, many knew the
details, but nothing was done to inform Alexanddasily or provide for their
support.

Two events in the mid-1980s, known as the ‘Nafstaikf and ‘Bus 300 Affair’,
dramatically changed that culture of cover-ups.thie Nafsu affair, an IDF officer,
Izat Nasfu, was tortured by Shabak interrogatotsr dfeing suspected of treason.
Nafsu was sentenced to a lengthy prison senteraseldbon false evidence, but was
later released by the Israeli Supreme Court. 18419our Palestinian terrorists
kidnapped a bus on its way from Tel-Aviv to the theun city of Ashkelon. They
drove through police roadblocks and tried to re@elza. The bus was finally stopped
on the outskirts of Gaza and stormed by a specilifarg unit. In the ensuing
firefight, two terrorisms were killed and two otkecaptured. They were them
interrogated on the spot to discover whether tedlydombs on the bus. Once the
interrogation was complete, the Head of the ShaBakaham Shalom, ordered the
killing of the two. A senior Shabak officer cadi®ut the killing in a distant spot.
The media was told that all four terrorists weréekiin the initial storming of the bus
and the Shabak foiled subsequent investigationstahe terrorists’ fate.

But this cover up did not end like the 1954 operati Word of the killings quickly

spread inside the Shabak and three very seniatedadficonfronted their head and
demanded his resignation. The three were pronfjpdg. The affair took an ugly

turn when leading politicians became involved ie tover-up. But the three now
former-officers insisted to bring their evidencetlte judicial authorities, who had no
choice but to investigate until the truth came aond Shalom forced to resign. The
three sacked officers were leading candidateshi®itdp positions of the Shabak, and



lost everything for their belief in truth and acotability. The ethics which
developed out of those affairs make it almost inspgde today for such an affair to
take place.

Intelligence Ethics and the Jewish Religion

Religion plays an important part in Israeli everydife, even though the majority of
Israelis would not define themselves as religioRgligion has traditionally been part
of the Zionist ethos, a mixture of Jewish traditeamd modern democratic principles.
Respect of religions is part of intelligence ethitdsrael. During their early training,
intelligence officers are taught about religionsl @xpected to respect other religions,
even in extreme situations such as during physintairogations or operations in the
Palestinian areas.

Four key religious principles dictate Jewish attés towards security measures and
risk-taking. Those principles are written in tlierah, the first five books of the
Bible, and have become key elements in interpreéhe¢ialacha, the Jewish laws:

« “Heshall live by them (the laws)”
The need to live, and not die, as an ultimate mafity for Jewish live. Life itself is
sacrosanct and the continuity of life, therefosea ireligious decree. This principle is,
however, waved in three cases, which are considesé&dr to die than be forced to
do: commit murder, incest and worshipping other sgodntelligence officers are
expected to have respect of human lives, evenerhess.

e “Hewho comesto kill you, you shall kill himfirst”
The need for pre-emptive defence, accentuated éyntieriority in numbers of the
Jewish people throughout the ages, provide théfipadion for many intelliogence
operations.

e “Thou shall not stand idle while thy friend bleeds’
Each individual bears social responsibility thateexis to the entire community. This
responsibility is not only in words but also by dee In practical terms, an
intelligence officer is expected to risk himselfr fothers. Refusal to carry out
operations, even extremely dangerous ones, as abm&sown in Israel. It is an
integral part of intelligence ethics to undertalsks not only for one’s self but for
others. This principle also extends to caringifpured comrades or the families of
fallen officers, who remain a part of the wideréligence family’.

e “Thou shall make war by cunning”
The use of intelligence and covert action is atiegite tool of war and defence
policy. This verse is used as the motto of the $ddsand appears on its emblem.
The Jewish religion recognizes the need for ‘dirtgks’ and for activities which in
other circumstances would have been unacceptablesdier to provide security for
the community and preserve Jewish continuity.

In the early decades of the Israeli intelligencencwnity, religious people were
rarely employed and almost never in operationaltipos. Religion did not play a
significant role in everyday intelligence life. wever, this trend is slowly changing
in recent years, especially in AMAN and the Shabakere religious officers are
nowadays employed even as case officers in the. fiEbr those people, intelligence
ethics sometime may come into conflict with religiolt has become acceptable for
religious intelligence officers to consult with tan military chaplains or rabbis,



without divulging operational secrets. Those mailtrabbis can then answer ethical
and moral questions in accordance with the Jettahcha.

For example, during the summer 2006 Lebanon wsouag IDF officer in a covert
reconnaissance unit deep inside Lebanon contactedhlbbi by sending him a cell-
phone text message. The officer was holed upersidebanese house and wanted to
know if he was allowed to charge his electronicipopent from the electric sockets in
the house, or if that would be considered thefdéyish law. The rabbi replied that at
times of war such measures are necessary andtem@®st of electricity was in any
case marginal, this would be permissible. Aftex wWar the young officer told the
rabbi that despite his answer he felt bad andnhefbey in the house to compensate
the owners for the electricity used. There iddlittoubt that most people would have
had no compunction in such a situation, but the@ffwas obviously determined to
behave according to his interpretation of religaom ethics even under fire.

Individual Moral Standards

Intelligence officers in Israel have always beempested to have a higher moral

standard than the average citizen. In the eardysyef the state, this arose out of a
perception that intelligence personnel were amdmgdocial elite and expected to
behave impeccably in their personal life. But peg life has its ups and downs, and
despite the strict ethical code, many intelligentfecers experienced personal crises
and scandals. However, those were usually hush&d arder not to spoil the general

image.

In more recent years ethics of moral standards bhaaged, mirroring deep changes
in the wider Israeli society. Intelligence offisesire no longer expected to be model
family members and paragons of society, but at keeavoid scandalous divorces and
noisy interpersonal affairs. In the late 1980s, itiedia reported sensationally on how
the newly-appointed Head of the Shabak, YaacowPemas playing the saxophone in
internal parties. A renegade Mossad recruit, Vi€strovski, reported in a book on
sex parties and orgies at Mossad headquarters. evweveryone even remotely
acquainted with Israeli society knows such reptwrtse pure imagination, not for the
lack of sexual drive but because Mossad employeesimply ordinary people, and
that kind of behavior is not tolerated in Israeiciety.

One old example illustrates the attitude towardsg®al morals in the early years of
the Mossad. In the 1950s, a young case officecesstully recruited an Arab

diplomat serving in a West European capital. Thess&d officer lavished on the man
expensive meals, luxurious hotels and extravagitist gnd was able to obtain from

him a wealth of much needed secret information. séveral occasions, the evening
meetings with the Arab spy ended in a high classhe.

In accordance with common practice, the officernsiifed receipts and expense
claims when returning to Israel. One day he wélsda for a personal meeting with
Mossad head Isser Harel. A strict disciplinaridayel was known for his fearsome
and austere personality. He congratulated the gowoificer on his successful
recruitment but said there was a slight problents wWie accounts. The fact that the
officer took his agent to a brother was a soundaimmal decision, he said, but how
dare he think that the Israeli taxpayer shouldfpayis OWN personal pleasures!



Conclusions

Intelligence ethics in Israel are a combinatioooir basic sources:
- Ideology (Zionism)
- Religion (Jewish)
- Democracy ( tradition)
- Morals (personal)

The importance of intelligence ethics expand in nerky and shadowy world of
counter-terrorism warfare. Laws and regulations aften insufficient, and ethics
augment those rigid rules by providing a behaviframework supported by basic
elements of the individual Israeli identity: Ziohisdeology, Jewish religion,
democratic tradition and personal morals.

As part of their work, intelligence officers ardesf expected to carry out dangerous,
illegal, even violent and deadly activities. Lawasd service regulations are legal

barriers to the excess of power. Ethics providertioral base for carrying out such

activities when justified by real security needs.this sense, laws and ethics balance
one another, providing the working environmentiftelligence work.

Perhaps the strongest evidence of the importandeteifigence ethics is the open
discussion in recent years about what constituigedtethics. Their importance will
grows even further as the war on terrorism expatdsser the world.

Remark: The full version of this article, with footnotesill be available around the
end of May 2007. For a copy please contact menmileat sshpiro@mail.biu.ac.il



